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INCIDENT RESPONSE:
LESSONS FROM THE
CYBER BATTLEFIELD

Lessons from the Cyber Battlefield is an interactive seminar led by industry
veteran Kevin Mandia.  This seminar highlights the top threats facing your
IT infrastructure, how these incidents have affected similar organizations
and what you can do to minimize the  risk to your firm.

MANDIANT knows that discussions centered on real case studies and
actual system exploits are the most effective way to understand the unique
challenges faced on the cyber battlefield.  Because of our unique experience,
we are able to demonstrate the most current attacks and security incidents,
and we address the following:

� What the bad guys are doing

� How the attacker’s motives have changed during the last 10 years

� How similar firms handle computer security incidents

� How you can prevent these incidents by improving your 
organization’s information security posture

� How you can improve your response should these incidents occur 
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COURSE AGENDA

MANDIANT’s Lessons from the Cyber Battlefield is designed as a dialogue
rather than a lecture to ensure time is available to respond to inquiries from
attendees.  The value of the course is to address your specific concerns.
Course topics include:

� Recent case studies

� The Top 10 challenges when a security incident occurs

� Incident response preparation — overcoming the challenges

� An overview of applicable information security standards such as
the PCI DSS, ISO, FISMA, and SB 1386

� How these standards and ever-changing legislation and regulations
impact your information security program

WHY MANDIANT? 

MANDIANT consultants are the experts at incident response.  We
respond to dozens of data breaches every year and know the importance of
understanding the current attacks.

Our consultants have trained thousands of law enforcement agents and
officers in investigating computer crime.  We have developed specialized
training for international and U.S. government agencies, and numerous
Fortune 500 corporations.

Our first-hand experience performing incident response and our qualifica-
tions as incident response trainers provide our course attendees with the
best training in the industry.


