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Intelligent Response
MANDIANT Intelligent Response™ (MIR) accelerates collecting electronic
evidence in support of incident response, electronic discovery and corporate
investigations. In a time of increased regulatory pressures, MIR allows 
information security professionals to respond efficiently and effectively.
Combining the knowledge of experienced incident responders, e-discovery
experts and former corporate investigators, MIR enables precise data collec-
tion and advanced analysis in a highly scalable, modular appliance-based 
platform.

Incident response, e-discovery, and corporate investigations consume tremen-
dous resources, particularly in organizations with thousands of geographically
dispersed users and assets. No matter the cause, the game is the same — find
information quickly. Have you been breached? Were trade secrets stolen?
What data must be provided in response to a subpoena? Knowing the answer
as soon as possible lets your organization manage the flow of information on
its own terms — both internally and externally.

Today’s responders need a collaborative environment that enables the remote
identification, collection, analysis and reporting of electronic evidence.
Without MIR, you can lose valuable time coordinating activities, acquiring
potentially unnecessary disk images and collecting data too broadly. MIR 
lets you collect data precisely, in a forensically sound manner, all the while
completely documenting the steps taken. This approach allows your team 
to take action in a standard and highly defensible manner.

INCIDENT RESPONSE —
THE MANDIANT WAY
MANDIANT’s unique industry experience responding to critical compromis-
es in sensitive network environments makes us a global leader in the security
market. From nine published books to dozens of articles about incident
response, computer forensics, rootkits and other information security topics,
MANDIANT’s consultants are well-respected, documented experts in infor-
mation security. We have provided testimony and litigation support in more
than 40 criminal and civil cases. These experiences led us to develop a best-
practice process for responding to computer security incidents.

WASHINGTON NEW YORK 800.647.7020 WWW.MANDIANT.COM
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THE MANDIANT INCIDENT RESPONSE PROCESS 

An organized approach is critical
to success and enables your
organization to respond swiftly
and effectively.

■ Assign roles

■ Define actions to take in 
common scenarios

■ Predefines standard types of collection

■ Create workflow through use of data labels

BEST-PRACTICEPROCESS MANDIANT INTELLIGENT RESPONSE

PREPARE

Information security team 
determines a need for the
response process.  

■ Receive alerts from “prevent
and detect” devices or 
observant users

■ Lets data collection start immediately after the
team decides to respond 

Precision collection is the only
way to effectively respond to
today’s incidents.  Using an 
iterative collection/analysis 
cycle helps investigators identify
important data and make the
right decisions.

■ Gather system state data

■ Gather live memory

■ Gather key items from file
structure

■ Makes precision collection simple

■ Builds complex collections from the ground up at a
granular level

IDENTIFY 
& 

COLLECT

In most situations, the primary
response objectives are to 
quickly identify the method 
of attack and prevent its 
continued use.

■ Evaluate data quickly

■ Have several responders 
work on the same data set
simultaneouslyANALYZE

Even the best investigation
hinges on organization and 
presentation of findings.

■ Provide IT leadership with 
technical data needed to 
counter threats

■ Provide business leadership
with data to understand the
potential effect on operations

■ Provides team with easy report writing capability 

■ Allows customization and inclusion of your 
own standard event reporting templates

REPORT

The response team must drive 
resolution of the underlying
problem that led to the incident
and report its findings in a 
timely manner.

■ Adjust technical defenses

■ Clean compromised systems

■ Modify processes

■ Distributes the right details to the organization
simply and effectively through a standard Uniform
Resource Identifier schema

RESOLVE

■ Lets you start working on the right data immediately

■ Eliminates needless minimization from overly 
broad collection

■ Lets you build customized workflow in a 
collaborative environment



MIR FEATURES & BENEFITS (HIGH-LEVEL) 
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ADMINISTRATIVE 
USER DESIGNATION

Only the special administrator role can perform system maintenance, archive or delete data, administer
users and reset passwords.

DATA OBJECT 
LABELING

Applying one or more data labels to cases, audits and acquisitions helps geographically dispersed
responders conduct global searches for indicators relevant to their local investigation.

USER AUTHORIZATION Role-based access control (administrator vs. non-administrator) limits the functionality available to
varying user groups.

DELETED & 
UNDELETED FILES 

Analyzing deleted and undeleted file contents and file listings helps responders identify obfuscated 
malware components — particularly valuable in botnet remediation.

IN-MEMORY DRIVERS Responders can discriminate between legitimate and illegitimate drivers in memory, quickly and 
efficiently identifying malicious rootkits.

LOGICAL/PHYSICAL
DISK IMAGE

DD-compatible logical or physical disk images can be acquired and stored in Advanced Forensics 
Format (AFF) containers, a transparent and extensible open format for image storage.

NETWORK PORT STATUS Responders can review the Windows API-accessible network ports listing to quickly enumerate all viable
mechanisms to exfiltrate data.

REGISTRY DATA Analyzing registry entries, including relevant metadata and keys, facilitates identification of foreign 
registry entries not relating to legitimate system software, indicating potential system compromise.

RUNNING PROCESSES Analyzing the running process list via the Windows API and/or memory catalyzes the search for loaded
malware and/or rootkits.

RUNNING SERVICES Reviewing the running service list accessible via the Windows API and/or direct memory access acceler-
ates persistence mechanisms employed by malicious code.

SCHEDULED TASKS Probing scheduled task listings acquired via raw disk access aids in identifying batch files or Windows
scripts installed to regularly conduct malicious activities.

USER DATA Evaluating user information related to various account groups acquired via the Windows API hastens 
the identification (and privilege) of potentially unauthorized accounts on the host.

VOLATILE MEMORY Examining system memory image(s) of running hosts enables, for example, identification of illegal 
communication data stored solely in RAM, which would otherwise be lost if the host was turned off.

BOOKMARKING
FUNCTIONALITY

Search queries/terms from users can be saved as persistent system objects, creating familiar book-
marked search or “search folder” experience. 

COLLABORATIVE
WORKSPACE

Geographically dispersed response teams can simultaneously develop and share case notes, accelerating
analysis and incident resolution.

DATA OBJECT
EXPORTING

Exporting various objects (XML) and disk images (AFF) enables data viewing/manipulation by third-party
applications, enhancing the value and utility of existing assets.

FILE VARIANCE
ANALYTICS

Differentiating between similar data acquired via different mechanisms enables responders to identify
hidden data used to exfiltrate data, for example.

TIMELINE
NORMALIZATION

Time-normalizing data acquired from multiple hosts in varying timezones enables responders to develop
a consolidated view of events transpired with minimal effort.

URI-BASED OBJECT
REFERENCING

Data objects and data object views can be referenced via URI, facilitating the sharing of relevant data
within case notes, and via external mechanisms such as e-mail, instant messaging and word processing
applications.

USER ACTIVITY LOG
All user activity, such as identity, date/time of event, user location, specific operations, targets and
results, is maintained in a “live” container that records and outputs log information as it happens and in
exportable plain-text logs.



ARCHITECTURE

MANDIANT Intelligent Response is comprised of three components:  
agents, controllers and consoles.

The Agent can be silently installed and uninstalled (without rebooting) on a
computer of interest. It communicates with the Controller over an IP network,
identifying and reporting the information it collects. The agent is modular, 
consisting of auditors, imagers and core services. Auditor modules collect data
from the system, focusing on current execution and live data state. Imager 
modules obtain verbatim copies of data from the system. All data is collected 
in a forensically sound manner with appropriate data hashing.

The Controller gathers and analyzes information from the Agents. Each
Controller has a core set of services and capabilities for communicating among
processes; interacting with Console software; issuing work to Agents; retrieving
the results; organizing and storing data. Controllers also run Analyzers, which
evaluate or transform data so your responders can more easily minimize data 
and find critical information.    

The Console provides a collaborative, Windows-based user interface to the 
MIR environment. All requests by the investigator to acquire new data, analyze
collected data or modify data (for example, marking up data or writing reports)
are sent from the Console to the Controller. Several analysts can simultaneously
view, organize, annotate, add and modify data on one Controller or a cluster of
Controllers.

PRODUCT
SPECIFICATIONS

AGENT
Supported Operating Systems
■ Microsoft Windows XP Professional SP2 (32-bit)
■ Microsoft Windows Server 2003 SP2 (32-bit) 
■ Microsoft Windows 2000 Professional SP4
■ Microsoft Windows 2000 Server SP4

Footprint
■ 3.4 MB Installer
■ 8.24 MB on disk

Security
■ Encrypted network communications
■ Silent installation
■ Configurable port usage
■ Service can be renamed for a level of obscurity

CONTROLLER
Power Requirements
■ AC: 100/240V, 8.5A (50-60 Hz)
■ Dual power supplies

Dimensions
■ Chassis: 2U rack height
■ Weight: 60 lbs (27 kg)
■ Height: 3.375 in (8.59 cm)
■ Width: 19.00 in (48.26 cm)
■ Depth: 21.00 in (53.34 cm)
■ Standard 19” rack-mountable
■ Extending rack rails included

Hard Drives
■ Six drive bays
■ High performance hardware RAID 5 array offering

approximately 2 TB centralized storage

Network Interfaces
■ Two 10/100/1000 Ethernet interfaces

Other Interfaces
■ Three IEEE 1394a interfaces
■ Two USB 2.0 interfaces
■ Front-panel LCD & controls
■ Dual, redundant, hot swappable power supplies

Environmental
■ Operating temperature 32˚F to 122˚F 

(0˚C to 50˚ C)

Operating System
■ Linux OS configured for maximum security 

with a minimized kernel

Security
■ Encrypted network communications
■ Internal public-key infrastructure
■ 2048-bit or greater keys
■ 3DES, RC4, AES128/256 encryption

CONSOLE
Supported Operating Systems
■ Microsoft Windows XP Professional (32-bit)
■ Microsoft Windows Vista

Footprint
■ 10 MB Installer
■ 19 MB on disk

Security
■ Encrypted network communications
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